AU

=

NIRRT DLENT lﬁNﬁfl‘gEﬂﬂi:ﬂﬂﬂ(LWai‘fﬂkmﬂiL%Eluﬂﬂiﬂaulﬁﬁuﬁﬂﬁﬂwﬂﬂ%mmﬂ[ﬂi 1839

Information and Communication Technology Security a1 n1p311 AngnsnaNRLAns §. 10Ul

a wa

Tnagadulugnsiinufufinnsads feinlidnAnsnianudnlalunsuszendldngufuas ndnnsfiisadas

AupnuTuAslaandsAaNfinmAes warszuuAiatnedinuTinas

agnlsfimufilisuliuuudaiianiaiy Wlanunainnaisuazasaupguifanumanzauiu
deumilunifianwauladndae lnedssgndldiugunsaiaseiimldmivluiowmain vivludiuweasnindaiue
(Open Source) wazdwdsiuuiunduiihaaslan wu Cisco Systems wag Microsoft Systems 1ilusiu

Tassaiaiiamluudazun dgnaanuuuia s udaudmudfugiunsinsiszuu Tngnuinany

Mupstaansdy N3N EH uazuFinIninens SnvviveSunetivinennssiaduilasiudndae Tne

a on

dftiRnawmaniineaaulaadesefiesigszuuijifnig Windows TngAnwuainldannidainiotne

panfunainaly wiadladeuuazldern Computer Network Lab (@vduuidaslnefiluuias)

]

dafese iy anuszavindnvaamdeiodniiinldlunsdnuingy demazlfFend Sanudnlad

Y =1

Auduning uaznsznindsanadunslaandefiagsaud udlldifanussasfiiadunsussasdadassuy

wianihenula g viiaudusiiegaeduaiunsldnuniaialunediin

Aadu faunsazdasnadauiuszuulamiiuy wasnnatuletlinudiinsle g Arsfiasdosnszwings

v
a &

ANNEEmeNazfistuagian 81 | deuiidinndszaunisnl msassesldsumuuziiaindduimgnouas

U

¥

Aufiunsle g Bnvigrudasfnudongnanefiiisndes wu wiznadunRneufiunasdnsie

qavnetifidsuniaiuegnebedn nisdaduiasdiadiuanaauie vialdaned anudila uas

=

ANNATERTINTIANNIUAYU ARSI NALABS WAL SEUULAS RN e IR mmmﬂﬂlﬂfﬁumqﬁgﬂﬁﬂﬁ mﬁa‘m
snTnvamuuztiuazsaun NNl comsec thailand@gmail.com winnilAalaniiddafinnain

daznsla fillsuiidasaadenly o lanall uasndansufiazthldufudaudladaluluauan

wA.nS.dNSBe laduns
Asst. Dr. Chakchai So-In



AU

wilsiaidnianfndulils dldldddslanddannuananateine Inefillawazdasuavaunsean

AunannuaazaTauaty finsuduidslauaslinsaiuayuuinaen uasanzuAnafiiieadas Tanluds

Uﬁmﬂmmﬂ'ﬂuium AN NANINENABVDULAN LATNAANENALNYATANENS

o £ P '
VBUDUAMAMIATE §3ANG Suney, Auid anlanid, Bu 41999300, AERTY WABWIG, GRS

a & s o

ngselsad, auiln Woenwsiing, Ani Basstuldy wasfisisd yases Miluuseduanalalunisdeu

a5

ke

wilvRaianil vauAninAnw 1nes BanavA, ANLAT WaAKA, AT UTYIN LasATIENS wasy My

Mdsdidlunmsigaisnusuazmdanfouszgunin sawlufwmeaasdinuiRnsiennugniasuazanysol

: v
= a <

Falusrezinan 3 UMwSandnriinilede rﬁawau@mﬁﬂﬁﬂwﬂuim%mﬁwmwmh EEMEANTTREREY

DX a

ANNTEurNUREsRRN s mNAn lnssuasniivie Inglidoviauasyesiu inid@aufiiaslalunsimuinis

Faunsaeuifianuanysnliinty uazdaswarauamutsninisuasdrinfian Alilanalunisdnfia

Tnandsaianiazifinuulald Aovuovaunmdnasonile



UQUAMSA 1 MSFARRDS:UUUAURMSI:ANUTUADUORAREITOORU......rsseceeeeeeeeeeeere e 1
WUEHN VITTUBT MBCHRINE .o 2
ANTARARD VITEUBL MBCIING oottt 2
ANTARGE WINAOWS 7 U VITtUA! MBCRING e 4
ANTUTUMENS VIrtUal MACHINE oo 10
aaUaenfeiiosiu 1neld WINdOWS UDAALE ... 14
BTUUTITIU e 16

WUUBINTATIVIUN .o 16

Jnummsi 2 MSUSUIROSUUUTUBWIE0IU 18A0IIIUAOUAOATEIIUTIU. .......eooeeeeeeeeeeeeeeeees 17

WUZENANTTARBNITIINEN e 18
ATTNABNITRGAUFINTU s 18
ATIANVTTEUTR IFUW WINAOWS v 19
AV SRNTUBEIIIN e 19
WASULUAGAN B IIATORN o 21
S NIMSBUUBBUTFIRNU oo 22
AITTAUE NI e 22
T I AT TR AHNUT B URDATE ..ottt 27
MIUSUUAANHTUAIUABATE TASATTAARY ANL-VITUS oo 30
a5 wemalaansty Tnanishnag SPYDOT e 33
m3fnse Microsoft Baseline SECUTEY e 37
MIARRE Malicious SOFtWAre REMOVAI TOO ..o 39
m3fnas Microsoft SeCUrty ESSENTIAl. s 41
BT UTIITIU e 42
WUUBINTATIVIUN .o 42

asuny



UNOAMSA 3 MSANRADIAASIDAOUUSMSATUADUBORMEL.....c...ee oo 43

WU TUUBUINOTUIO e 44
UTNTT TOINE e 44
UFANTFU LI (FTP) oo 45
UBAVTEIU et 46
UINMTEINANMNURDANY TelNet WAL FTP e 47
VAN IETNAMINUADATULAIU B30 HTTPS oo 48

MIAARILENT Telnet, FTP uaz WWW UL WINGOWS .o 48
ANTARBIUTANT TEINEL ettt 50
ANTAPPIUINNT FTP oot 54
ANTARARIUTANTTU (WED SEIVET) e 57

m3RnRsLsN1s Secure Shell, Secure FTP uaz Secure Web (HTTPS) uw Windows....... 62
ANTARRIUENNT SECUTE SNEIT (SSH) oo 62
ANTARARIUIANT SECUE FTP oottt 67
ANTUTUIINUTNNT HTTPS s 71

AINTRERUNTIENULATa8sY Packet Sniffer Ui WINAOWS ... 77
AIANTUTDYAAZTDUIIAVY WITESNETK wooveveveeesseessisesesesssess oo 77
MINTIRFBUTBYATAETHUTNIT SSH e 82
MIATIAFBUTBYALAL Y FTP s 86
MIn52FaUdayalagld SECUre FTP (SFTP) s 90
MIATARFBUTBYATAL I HTTP o 93
MIATRFBUTBYALALTE HTTPS ..o 26

BITULTITH U oo 98
ULBEINAATIVIUT ... 928

Jnoamsn 4 MSYAMSIIBSToya MSEOEINGD 18:J00AUS:UUITODAU. ...........ooeeeeeeeeeeeeeeeeeseeees 99

U A TS T UNTINRINNT oo 99

WUZUATUTTAADA ARP ..o 100

T BT 1011 S, 107
AT BIE T TFUNN 1o ettt 102
AT DI AADUITURTENN ettt 104

AU INTUALINALADT (MAD DIIVE) ..o 107
ANTIIAMBEBIFUINIG oot 107
T AT DIURTEITIN et 114

fbassuua:dau Network Security Lab aduldausse



71911 Remote ASSISTANCE LU WINAOWS ..o 17

L%whaqzyml%mu REMOTIE DESKIOD ... 18

e DT T YT o1t TR 118
nslansl ARP aaTuaunas NeTCUL e 120
AARIATEITENATEU NETCUL oo 120
AVTNATDUNTTIAN oo 122

AT RIAUNTTIANE NETCUL. e 123
MIAART PErsonal FIT@WAI Ut WINGOWS ...ttt 128
BTUUTITIU e 136
WUUBINTRATIVIUI oo 136
UQURANISA 5 MSUSAISOAMSIADIASERINSOUIEN -..oooo oo 137
LU TINITUTANTIANTTUATOUNE oo 138

TUslamaau3vsannisiASadne....

MIVINIFAIANTHAATIZATDYAUBITEUVUTURANT WINAOWS oot 141
mﬁmiwxﬁm‘gm:uuia (Domain Name) Ui WINAOWS ..o 152
MIn5AFRUTENAATOUIBIALTE NMED. .o 154
miu%mﬁmmmaﬁmeﬁﬂﬁasﬂahalﬂﬁ SNMP U WINAOWS ... 156
MIuinsannsuarinzidoyalaeld SNMP uwgunsoin3atnew3oisnrines. ... 162
AUSUUA SNMP 1DH1INANNAUAIUABATEIATU NET-SNMP s 169
M3UFULRS SNMP LBNUINANHEUAIDIUATANIIIADT 174
B TUUTITIU s 176
UL AT RTIVIUT oo 176
UURANISA 6 MsoAMs VPN, IPSec 12:BIUANIUUTUADUAORNTEL. .......oes oo 177
BUEHN IPSEC WAZ VPN oo 178
TNATINTAN IPSEC o ses e 178
EANTHIITATBY IPSEC oo 179
TANANIIRNIUUDG IPSEC oo 180
TNATIHTAN VPN Lo 181
WUENUTNIAITNTUATUABATETUBINR oot 182
FANTUTIARBA PGP s 182
ANTAARIUZNNT VPN UL WINAOWS ..ottt 182
ANTARG IPSEC UU WINGOWS oottt 189

asuny



A5USULAIANNTUAIUADAAETUAITEIBLUAUL WINAOWS .o 199

BTUUITITE U e 208
WUUBINTIATIVIUI .o 208
UAUAMSA 7 nsooaouMsuNSNIASOUIEIDUTU 1a: BUFfer OVErflow...........cocreeeooceesse 209
BULUNTZUUNTATIITRUNTTUATA oo 210
WU TLNES LB I AT e 211
AT SNORT UW WINAOWS oo 213
s Tusunssludaule Buffer Overflow Ui WINAOWS ... 226
BITUUTITIU e 232
MULEINTRATIVIUT oo 232
URURNNSA 8 TWSO0AE HIUN NAIISONE ..o 233
ANTUUBIATTBEAZTOTNEG (NAT) e 234
UFNNT DHCP e 234
ST T NSO 236
Uzt nuaalWs1088 (Type of FIreWall) ..o 236
ANTARARIUALUTURAS NAT UAZ DHCP SEIVET 1o 239
maRnssuarUSuwen sl Firewall v Windows (MANANSARAN 2 53) o 248
IRARILAZUTULAS SQUIA PTOXY e 2b4
BITUUTITIU s 258
WUUBEINEATIVEUT .o 258
URURNISA 9 MSNAGOUAEIANAIUUOUSIUU .o 259
LLu:ﬂwgﬂu,uwmmmﬁumawuLLa:m’%aﬂd’m ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ 260
BOWFWYS WARUTLT oo 261

UTZOND e 261
ANTTETAMNIBDTN oo 261

N AU e 262
T T FO 262

LS TR0 e 262

B0 e 262

AT MATOIIUDU. oo 263

AT AN FUUR LD oo 263
MIRnRILAz UL KEYIOGGET v 264

flassua:ldau Network Security Lab atuldoussy



UAOAMSA 03 MSAAADIANSIDAOUUSMSATUADURORMTEL ..o oo 43

WU TUUBUINOTUIO e 44
UTNTT TOINE e 44
UFANTFU LI (FTP) oo 45
UBAVTEIU et 46
UINMTEINANMNURDANY TelNet WAL FTP e 47
VAN IETNAMINUADATULAIU B30 HTTPS oo 48

MIAARILENT Telnet, FTP uaz WWW UL WINGOWS .o 48
ANTARBIUTANT TEINEL ettt 50
ANTAPPIUINNT FTP oot 54
ANTARARIUTANTTU (WED SEIVET) e 57

m3RnRsLsN1s Secure Shell, Secure FTP uaz Secure Web (HTTPS) uw Windows....... 62
ANTARRIUENNT SECUTE SNEIT (SSH) oo 62
ANTARARIUIANT SECUE FTP oottt 67
ANTUTUIINUTNNT HTTPS s 71

AINTRERUNTIENULATa8sY Packet Sniffer Ui WINAOWS ... 77
AIANTUTDYAAZTDUIIAVY WITESNETK wooveveveeesseessisesesesssess oo 77
MINTIRFBUTBYATAETHUTNIT SSH e 82
MIATIAFBUTBYALAL Y FTP s 86
MIn52FaUdayalagld SECUre FTP (SFTP) s 90
MIATARFBUTBYATAL I HTTP o 93
MIATRFBUTBYALALTE HTTPS ..o 26

BITULTITH U oo 98
ULBEINAATIVIUT ... 928

JnoAnsi 04 msYAMSIIBSToya MSEOEINGD 18:J00AUS:UUITOOAU .............ooveeeeeeeveeeeeeereeeee 99

U A TS T UNTINRINNT oo 99

WUZUATUTTAADA ARP ..o 100

T BT 1011 S, 107
AT BIE T TFUNN 1o ettt 102
AT DI AADUITURTENN ettt 104

AU INTUALINALADT (MAD DIIVE) ..o 107
ANTIIAMBEBIFUINIG oot 107
T AT DIURTEITIN et 114

fbassuua:dau Network Security Lab aduldausse



71911 Remote ASSISTANCE LU WINAOWS ..o 17

L%whaqzyml%mu REMOTIE DESKIOD ... 18

e DT T YT o1t TR 118
nslansl ARP aaTuaunas NeTCUL e 120
AARIATEITENATEU NETCUL oo 120
AVTNATDUNTTIAN oo 122

AT RIAUNTTIANE NETCUL. e 123
MIAART PErsonal FIT@WAI Ut WINGOWS ...ttt 128
BTUUTITIU e 136
WUUBINTRATIVIUI oo 136
UQURNISA 05 MSUSHISTANMSIAIIASEAIASOUIEL ..o 137
LU TINITUTANTIANTTUATOUNE oo 138

TUslamaau3vsannisiASadne....

MIVINIFAIANTHAATIZATDYAUBITEUVUTURANT WINAOWS oot 141
mﬁmiwxﬁm‘gm:uuia (Domain Name) Ui WINAOWS ..o 152
MIn5AFRUTENAATOUIBIALTE NMED. .o 154
miu%mﬁmmmaﬁmeﬁﬂﬁasﬂahalﬂﬁ SNMP U WINAOWS ... 156
MIuinsannsuarinzidoyalaeld SNMP uwgunsoin3atnew3oisnrines. ... 162
AUSUUA SNMP 1DH1INANNAUAIUABATEIATU NET-SNMP s 169
M3UFULRS SNMP LBNUINANHEUAIDIUATANIIIADT 174
B TUUTITIU s 176
UL AT RTIVIUT oo 176
UURANISA 06 msonms VPN, IPSec 1a:810aIUULTUADURORAMEL ......oooooceeeeeeeeeeeee 177
BUEHN IPSEC WAZ VPN oo 178
TNATINTAN IPSEC o ses e 178
EANTHIITATBY IPSEC oo 179
TANANIIRNIUUDG IPSEC oo 180
TNATIHTAN VPN Lo 181
WUENUTNIAITNTUATUABATETUBINR oot 182
FANTUTIARBA PGP s 182
ANTAARIUZNNT VPN UL WINAOWS ..ottt 182
ANTARG IPSEC UU WINGOWS oottt 189

asuny



A5USULAIANNTUAIUADAAETUAITEIBLUAUL WINAOWS .o 199

BTUUITITE U e 208
WUUBINTIATIVIUI .o 208
UQURANSA 07 AsODaoUMSUNSNIASONEIDUTIU 1182 BUFfer OVErfOW .........oo..eeereessoccerresne 209
BULUNTZUUNTATIITRUNTTUATA oo 210
WU TLNES LB I AT e 211
AT SNORT UW WINAOWS oo 213
s Tusunssludaule Buffer Overflow Ui WINAOWS ... 226
BITUUTITIU e 232
MULEINTRATIVIUT oo 232
URURNNSA 08 TWSO0EE 1UN HAMSONG ....ooosoeeoeeeeeee e 233
ANTUUBIATTBEAZTOTNEG (NAT) e 234
UFNNT DHCP e 234
ST T NSO 236
Uzt nuaalWs1088 (Type of FIreWall) ..o 236
ANTARARIUALUTURAS NAT UAZ DHCP SEIVET 1o 239
maRnssuarUSuwen sl Firewall v Windows (MANANSARAN 2 53) o 248
IRARILAZUTULAS SQUIA PTOXY e 2b4
BITUUTITIU s 258
WUUBEINEATIVEUT .o 258
URURNISA 09 MSNAZOUREIANAIIUO0SIUU oo 259
LLu:ﬂwgﬂu,uwmmmﬁumawuLLa:m’%aﬂd’m ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ 260
BOWFWYS WARUTLT oo 261

UTZOND e 261
ANTTETAMNIBDTN oo 261

N AU e 262
T T FO 262

LS TR0 e 262

B0 e 262

AT MATOIIUDU. oo 263

AT AN FUUR LD oo 263
MIRnRILAz UL KEYIOGGET v 264

flassua:ldau Network Security Lab atuldoussy



ANTAAAILAZUTULEN TrOJAN HOMSE oo 275

ANTAARIRAZUTUIRIS DOS oottt 281
N3aUINE Trojan Horse aanaMAIBIABNAIADS oo 290
BTUUTITIU e 294
UL AR VU oo 294
UQUAMSA 10 MSWa0UmA050 AEANA 1AEISOOTONA -.oooocc oo 295
WUEUMNITRGAUFIIU s 296
TATANTT AAA Lo 296
TUTTIAABATUNTTGAMAIATI s 297
RADIUS .. 298
AT T T X T SN 298
NIRGAUAIITY REAIUS SEIVET .ot 299
ANTUF UL NI D NABAULTIIURDT oo 299
ANTARRS WINRAAIUS Ul WINGAOWS. oo 304
ATRAFITIUUTUIIADT s 308
RREiGiNal! SYSI0Q SErvVer (WINAOWS) ... 313
NIRTDITDYAFATULTIIIADT e 315
N3850 0YAFAFUETNIDT WINAOWS oo 320
BNBUATTOITBEA e 320
AAUATRZUNAUTBU oo 323
BITULTITE s 324
ULEI NIRRT VU oo, 324
UQORANISA 11 EASUAIREMSEOUTORNII ..o 325
WURT N A DDE LT 326
MITEUTRANMNIUTUAIN ABOZLT oo 326
ASENUFURMITaUTATUR Dat UU WINAOWS... oo 326
AIRATHUTUTUATHN .8XE UW WINAOWS .oooooooooeoeeeeeeeeeeeeeeee e 331
miwawlv\lﬁ“ﬁamwLLaxgﬂm‘wuu WINAOWS <o 337
mMateulne .exe WU WIna i UERTUER 339
mIRnsaLA3asia TSN T Eclipse wazn19naday Hello WOrld .o 341
misrj'au%ammlugﬂmw (STEQANOGIAPNY) e 344
B TUUTITIU s 361
UUR TRV VU oo 362



UQOANISTA 12 SNENMSMISITNISFTADUTIU oo 363

BUZUEVINMENANTTHTNU oo 363

ATV THETALNNTUIILT et 363

BNE LTINS oo 364

T TUTAWUURAN THUNOT e 364

NS LB e 365

A IS LN DS e 366

AT T T UU UL BRI oot 367

BT UUURRAD s 368
mMIRnwawnlusunsnnisidnuaznansia Taeld Caesar Cipher . 368
msRnWawnlUsunsnnsduaznansia Taeld Playfair CIpNer. e 373
msRnWmwn lusunssnsduazaanswe Taeld Vigenére Cipher .. 379
mMsfnwamnlusunsnnsidnuazaansvia Ineld Row Transposition Cipher ..., 383
maRnwawn lusunsunsduaznansia Taeld Brute FOrce. . 387
TUUTITIU s 390

U ATIATIVEIUT oo 390

UQUANISA 13 MSITNANOASHEGUDUTIU ..o 391
WU U DN N O e 391

ABLDE (DES) oo 393

LDBLDE (AES) ettt e et 393

SUARE (RINAREI) oo 394
ANV T E UL URARE oo 395
T3 13 OO 397

T H S e 398
msindwaznansia InaldAduuuaunnnslngld EClipse JAVA ..o 398
mMaRnWawnTUsunIan19in Hash Taeld Eclipse JAVA e 411
naflnduaznansda tngldAduuuaaunnalaald EClipse JAVA e 417

BT LTI T 423
WUUBINTIATIVIU oo 424

ussiuunsy 425
Index 428

fbassuua:dau Network Security Lab aduldausse



misfiacivs:uudufimsuaz
auUuavdaaanailavau

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000 .0

Secccccccccccccccccccce

TyufiAnisusnil reuflaziirgnisusuusaniefansszuuiieinanusdunsuanafevas
PONAIABSILAZLIAT DTN ﬁqﬁﬁﬂﬁcyiumif%yuiﬁy’uﬁuﬁuﬁﬁa ﬂﬁﬁmrﬁ?ﬁzuuﬂﬁﬁﬁmi (Operating
Systems) vutrdasnanfinme$ svluduuasia3asusitne/dswnns (Server) wini3nsgnine/
laataw (Client) M’%aLLﬁLLﬁimiﬁmﬁy'ﬁzuuﬂﬁﬁﬁmﬂm6] uwAIas Server aflau (Virtual Server)

golutaauinsldenudinunniu

Tnedi Virtual Server aziflunisldaru Server lnsfildfnansznulag fuszuuufoifnng
AaN uaﬂmnﬁiuﬂﬁﬁ’ﬁmimﬂﬂ”ﬂa%mmmlﬂﬁqmﬁmmi Server alifianusiunsUanase
Haegu sodu ‘Luﬂﬁﬂ’ﬁmsﬁémuazlﬁﬂﬂﬂﬁﬁﬁmiﬁmﬁy’q Server lngfifagneda Windows 7 @
anflunsfinsvasuu Virtual Machine Tngldiadesilo VirtualBox wavihlvanansasesiuns
Aadandasdianeg Iinannunaneguuuy wazludiugaieaniduniseduisnisusuusaaiuany
Siunstaandudy Windows Update

Indu3ogunanifiistaslulfoansi
1. WéRnde VirtualBox 1y VirtualBox-4.2.12-84980-Win.exe
2. dAnse Windows 7 iy Windows 7.iso

3. ipdasAanImasszuuUiUiRnNS Windows 7 wianusugas

Jguamsh 1 msd@iadvs:uuluamsta-nnuduasiaaansboudu



u:Lh Virtual Machine

A1 Virtual dnasudamnunangdn mssnasswdaaionsss lnefiidunssiaasnisrnenu
vasgunsniviaiadosfiasine g defu A1 Virtual Machine fisnaasvisnefs szuudfifnns
fian1snrin i ldgansfuas (Software) lunissnassnisvineuaespaniinnesiafauduing
paNIAEY 2 nSaenianinndn

Virtual Machine sansavivutauiuaglunonfiunafifiennIaafen eildwiudslon
lunisdnaeegduuudl dviegraau awnsaldlunimadeulusunianioszuy Fedifinain

Aawannla s Annazldduansznula g dereniamasindasnan

~—
—_— .

mshmMv Virtual Machine

' 2
a a o

Aauiiauazinas Server wan 1w Windows 7 azsiasiinge Virtual Machine fau lng
ludjiRnstiazidenldiniasiie VirtualBox agelsfimadaiuaansnidonfiniueiasfiodu e 1
VMware laduiu dndulunsdiildiniasiio VirtualBox azfdunausssialuil

1. Tumsfass VirtualBox i Wgdudnluanailvanlwdfnased https://www.virtualbox.

org/wiki/Downloads Tnendanmiluanlndfiiu for Windows hosts x86/amd64

Download VirtualBox

Here, you will find links to VirtualBox binaries and its source code.

About

Screenshots VirtualBox binaries

Downloads By downloading, you agree to the terms and conditions of the respective license.
Documentation

+ VirtualBox platform packages. The binaries are released under thaetarme of tha £DI uargion 2.
End-user docs © VirtualBox 5.0.12 for Windows hosts ->x86/amd64 (
© VirtualBox 5.0.12 for 0S X hosts =*amdé4

Techuicalidocs o VirtualBox 5.0.12 for Linux hosts

14 Oracle VM VirtualBox 4.2.12 Setup

WelcomXo the Oracle VM
VirtualBox 4.2.12 Setup
Wizard

The Setup Wizard wil install Oracle VM VirtuslBox 4.2. 12 on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

2. sufiananiilng VirtualBox-4.2.12-

84980-Win.exe Waailun1sans

3. ANt

Version 4.2,12

(ean (3)pcmme)

flassua:ldau Network Security Lab atuldoussy



a

v
<

4. pAnty Wiaiandunisiazfinas Felunsdlillden Default (M3aldsunisuusii

ANTLUULAN)

5. Adnt

6. san1sinAsTINluden1sashe Shortcut wdpdnts

=
Oracle VM VirtualBox 4.2.12 E

— -
Oracle VM VirtualBox 4.2.12 Setu [
Custom Setup

Select the way you want features to be installed.

i Custom Setup

Select the way you want features to be installed.

Click on the icons in the tree below to change the way features wil be installed.

Orade VM VirtualBox 4.2.12
application.

----- i VirtualBox LISB Support
VirtualBox Networking
- | virtualBox Bridge:
<120 | VirtualBox Host-C
..... =9~ | VirtualBox Python 2,

This feature requires 126MB on
your hard drive. Ithas 3of 3

AanTvamaf

Please choose from the options below:

Create a shortcut on the desktop

Create a shortcut in the Quick Launch Bar

Locations C:\DmgramFiIEs\(]rade\WrmaBYﬂ
Version 4.2.12 [[DiskUsage | [_<Back |[_next> ] [ cancel | Version 4.2.12 [ <Back J[Cmext> ]

7. afiumndunau Tiadnds

Oracle VM VirtualBox 4.2.

Warning:
Network Interfaces

Instaling the Orade VM VirtualBox 4.2. 12 Networking
feature will reset your network connection and tempararily
disconnect you from the network.

Proceed with installation now?

8. lvimdnty

Oracle VM VirtualBox 4.2.12 Setu [
Ready to Install
The Setup Wizard is ready to begin the Custom installation.

Click Instal to begin the nstallation. If you want to review or change any of your
nstallation settings, cick Back. Click Cancel to exit the wizard.

Version 4.2.12

mﬁn!? ) Sz

e e

Version 4.2.12

9. Usnguae Installation is complete (Finish) ?’dqLLﬂmmmmmmummaﬂmmm 1%s6)

GLIIEY

WARN

Heuazsiaszdinszfelunisidansiunis
fRzfnmg IALanIzRa9aNANIIAAGNLESALE?
fagduasne Virtual Machine #isaesiuns

L
Ans Server wiaszuuufufn1idue Az

¥
1

FadLaTe quﬂumimmm WANTUADE

Oracle VM VirtualBox 4.2.12

installation is complete.

Click the Finish button to exit the Setup Wizard.

Start Orade VM VirtualBox 4.2.12 after installation

Version 4.2,12

nuamsn 1 msaa uJauamMsuazAULUAY



MsANAY Windows 7 UU Virtual Machine

Tudmiifusnatranioildnaaaunsinme VirtualBox Taendlunsines Windows 7 a9

yu Virtual Machine @sfitunausasallil

eNOTE

TunseifduinAnwannumingndefidanudnieduuidn Microsoft fawnsamailnansiiu
719 MSDN-AA wiafiasianiu Microsoft Student Partner (MSP)

drutinAnwamidnendeaauniy Tidn lddeiules www.mickku.com/msdnaa-kku-sauunu/
Foarfisunuulindnidonmafianiauns (Hardware) adusyu 1ty 1fugduun 32 dn w3e 64 Gn 3o
970 http://www.one2up.com/view_content.php?content_ID=98639 iilugu

1. w3snlnWdRnss 1w Windows 7.iso lunsdifiaufiludsinss (iso) agudqlddn
Ia

Fupauilll widh ld@lidn lumsenlnaines Windows 7.iso msususuaTuimaals

v % a o daa o £ v
nnrwpanfameimlunifudnigndasmunguaie

2. ARNLa @ %9 Virtual Machine (New)
New

1) o VirtualBox wazsisenlne iso

File Machine Help

@ @ % & t_ﬂ- (&) snapshots

MNew Settings Start Discard
A Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer, The list is empty now because you haven't
created any virtual machines yet. &
AT x
: g g

‘fou can press the F1 key to get instant help, or visit www.virtualbox.org for the latest EE

b
In order to create a new virtual machine, press the New button in the main tool bar located "'
at the top of the window.

information and news.

Name and operating system

Please choose a descriptive name for the new virtual machine and select the
type of operating system you intend to install on it. The name you choose
will be used throughout VirtualBox to identify this machine.

3. Amunte win uazjuiu Microsoft
Windows 7 uaipinta

Name: |Windows 71 |

Type: [Mﬂnmﬁ: Windows.

Version: [Wﬂdnws Z
@)
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4. MAUANREIEANNAT Wi 512 MB uan
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Virtual Ma

5. ARuRAIEIANURBNSARET Wwu 25 GB
R GRTIEY

Create Virtual Machin

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memory size is 512 MB,
n

512 MB

I G
4MB A 2048 MB

e AuARD

Hard drive

If you wish you can add a virtual hard drive to the new machine. You can
either create a new hard drive file or select one from the list or from another
location using the folder icon.

If you need a more complex storage set-up you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the hard drive is 25.00 GB.
() Do not add a virtual hard drive
@ Create a virtual hard drive now

"\ Use an existing virtual hard drive file

(5) fuuAA7 ) (Normal, 20.00 GB) @&

6. fmuafiuf 1lin wargduuuuasaninfian udipinyn

Hard drive file type

Please choose the type of file that you would like to use for the new virtual hard drive. I
you do not need to use it with other virtualization software you can leave this setting
unchanged.

© VDI (VirtualBox Disk Image)

(@) VMDK (Virtual Machine Disk)

@ VHD (Virtual Hard Disk)

A o0 (arales Hard Dis)

= enhanced disk)
Laan
U Copy-On-iwrite)

Storage on physical hard drive

Please choose whether the new virtual hard drive file should grow as it is used (dynamically
dlocated) or ifit should be created at its maximum size (fixed size).

A dynamically allocated hard drive fle wil only use space on your physical hard drive as

it fills up (Up to @ maximum fixed size), although it wil nat shrink again automatically when
space onitis freed.

A fixed size hard drive file may take longer to create on some systems but is often faster
to use.

@ Dynamicaly alocated

Fixed size

[t ][ comml ]

7. &3 Virtual Hard Disk wiaganta

(3 Create Virtual Hard Dy

File location and size

Please type the name of the new virtual hard drive file into the box below or dick on the
folder icon to select a different folder to create the file in.

[windows 71 | @

Select the size of the virtual hard drive in megabytes. This size is the limit on the amount of
file data that a virtual machine wil be able to store on the hard drive.

W 25.00 GB
4.00 MB 2.00TB

(Coin (7P
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8. JumausialUidunsSuinge Windows 7

Machine

S

@2

New Settings Start Discard

Windows XP | H General Il

@ Powered OFF

Name: Windows 7
| Operating System: _ Windows 7

System
Base Memory: 512MB

BootOrder:  Floppy, CD/DVD-ROM, Hard Disk Windows 7
| Acceleration:  VT-x/AMD-V, Nested Paging

—_—

(@ oisplay

Video Memary: 21MB
| Remote Desktop Server: Disabled

'f@ Storage

Controller: IDE
IDE Secondary Master: [CD/DVD] Empty
Controller: SATA
| sAmPorto: Windows Z.vhd (Normal, 25.00 GB)

fﬁ Audio

Host Driver:  Windows DirectSound
L Controller:  Intel HD Audio

'/@ Network

' v
<

9. limdniden start-up disk ludslwdnldfnnsudrntingds wazAanLdan Install
now

Windows 7 [Running] - Oracle VM Virtual

Please select a virtual optical disk file or a physical optical drive “
contairing a disk to start your new virtual machine from. ]

The disk should be suitable for starting a computer from and should . .

contain the operating system you wish to install on the virtual machine W| n d OWSs 7
if you want to do that now. The disk will be ejected from the virtual
drive automatically next time you switch the virtual machine off, but
you can also do this yourself if needed using the Devices menu.

D) - ¢
X15-65804.is0 (2,33 GB) 1@
o=

What to know before installing Windows
Repair your computer

icrasoft Corporation. All ights resenved.

€] @ﬁ@ 143 | @ [Blriontcm




10. dmuanmuazdoulusneg wipinduy

Windows 7 [Running] - Oracle VM Virtual

Machine View Devices Help

~_

N
Windows 7 )
\ 4

Language to instalk: English

Machine View Devices Help

Please read the license terms

MICROSOFT SOFTWARE LICENSE TERMS
WINDOWS 7 PROFESSIONAL
These license terms are an agreement between Microsoft Corporation (or based on
wihere you live, one of its affliates) and you. Flease read them. They apply to the
software named above, which includes the media on which you received it if any.
Frinted-paper license terms, which may come with the software, may replace or modify
any on-screen license terms. The terms also apply to any Microsaft

updates,

supplements,

Internet-based services, and

|7 1 accept the ficense terms

Devices  Help

Which type of installation do you want?

Upgrade

Upgrade to 2 newer version of Windows and keep your files, settings, and programs.
The option to upgrade is only available when an existing version of Windows is
running, We recommend backing up your fles before you proceed.

Custom (advanced)

Install 3 new copy of Windows. This option does not keep your files, settings, and
programs. The option to make changes to disks and partitions is available when you
start your computer using the installation disc. We recommend backing up your files
before you praceed.

a
Help me decide Laan
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Where do you want to install Wind

ows?

[ Mame

Total Size | Free Space| Type

Disk 0 Unallocated Space

25068 250068

A
:
@an)

€3 Refresh

& Load Driver

@ o SetUp Windows

Drive options (advanced)

5‘? Windows 7 Professional

Choose 2 user name for your account and name your computer to distinguish it on the netwerk.

Type a user name
LabNetwork]

{for example, John)

Type 2 computer name:

LabNetwork-PC

@ A SetUp Windows

Set a password for your account

A
@)

Copyright € 2009 Microsoft Corporation. All rights reserved.

Creating a password is a smart security precaution that helps protect your user account from
unwanted users. Be sure to remember your password or keep it in 2 safe place.

Type a password (recommended);

Retype your password:

(( 13 ) AMUUAAN

Type 2 password hint

Choose 2 word or phrase that helps you remember your password.

I you forget your password, Windows wil

show you your hint




Windows 7 [Running] - Oracle VM Virtual PR |
Machine View Devices Help

@ ¢4 Set Up Windows

Type your Windows product key

You cen find your Windows product key on 2 label included with the package that came with
your copy of Windows. The label might alse be on your computer case, Activation pairs your
product key with your computer.

14. ldProduct Key uéa Fepmie oo SRR

PRODUCT KEY: X0 X000 X000 X000 0000
ant 14 Product K
Al @rere]

Tdashes will be agded

[F] Automatically activate Windows when I'm enline

Read our privecy statement

3

@ 4 Set Up Windows

15. AdnLaan Use

Help protect your computer and improve Windows automatically

recommended
Use recommended settings
. o Install important and recommended updates, help make Internet browsing safer, check
se ‘t‘t n g S (‘V] AL MEN] online for solutions te problems, and help Microseft improve Windows.

@ Install important updates only
Only install security updates and other important updates for Windows.

AV ve o o

AlAsuAIwLzYEnann
Ask me later

WU U) @ Until you decide, your computer might be vulnerable to security threats.

Leom more sbeut cach oy

When you use recammended settings or install updates only, seme informatien iz sent to
Microseft. The information is not used to identify you or contact you, Te turn off these settings
later, search for 'Tum off recommended setting’ in Help and Support. Read the privacy statement

3

@ ¢ SetUp Windows

Review your time and date settings

Time zone:

16. 1_] %"Ll L GN :ju LA LI|NN [wrc+07:00) Bangkok Hanoi, Jakarta

d01uf uadAdnty

Mo Tu We Th
24 25 %6 27
3 4 3
10 11 13
20
27
3
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Windows 7 [Running] - Oracle.

Machine View Devices Help

17, USuusivAnnaidanse

3

G ¢ SetUp Windows

w3ty lnemdnidan

Select your computer's current location

Home network This computeris connected to 5 netwark. Windows will sutomaticslly apply the comect network

settings based on the netwerk's location.

Home network

f all the computers on this network are at your home, and you recognize them, this is a
trusted heme netwerk. Don't cheose this for public places such as coffee shops or

airports,

18. Windows 7 15w
N9U

MsuUsuImL Virtual Machine

wasnigaulafnne VirtualBox waznmaassinns Windows 7 i@3aduuiasuds sald

Wunsusuwsels VirtualBox annnsaldoudumesiin (Internet) 1o sanludsnisvindnlng

a

pnge) (Copy Files) uu Clipboard arnip3aspanianasnanls Tnafdunausssaliil

NOTE

foruardesnsiadaunisiiansaiy
BumasidnnaulaNe 1Y AII9EaUENY
Fruoauildonu azdavdanfuindatiendn
(Backbone) wasninaaundanddns Al
LNg qmamaﬂuamim Hub w38 Switch
wihifu wSamsaageu IP Address Tneldinds

C: \\pcomﬂg w38 C:\ping www.google.com

q/

|j\

1. TunauusnlvifarudFuuseinun
General Tnaidan Shared Clipboard
\Ju Bidirectional segu uwdimdiniu

e

flassuta:dau Netwo

E\Mndms 7 - Setti

) General
System
Display
@ Storage
B Audio
@ Network
{8 Serial Ports
& use

Shared Folders

‘ General

Advanced | Desaiption
Snapshot Falder: | )| C:\Users\Lab_Network_Stud...VirtualBox v
Shared Clipboard: @}(G) NMUAAI
Dragn'Drop: |Bidirectional

Removable Media: Remember Runtime Changes

Mini ToolBar: Show In Fullscreen/Seamless
Show At Top Of Screen

Selects which data will be copied between the guest and the host 05
requires Guest Additions to be installed in the guest OS.

e ]
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2. winindafianain v3a Invalid settings detected @vluduiildauiniepIasiie
VirtualBox-4.2.12-84980-Win.exe \sinmAe3Usuans

o l#ndniuy Devices > Install Guest Additions..
o lvimdnUs
o limAnia

CD/DVD Devices
USB Devices
Shared Clipboard
Drag'nDrop »
Network Adapters...
Shared Folders...

cle Bin

3

Enable Remote Display
nstall Guest Additic Machine View Devices Help

Organize =

¥ Favorites

B Deskicp
18 Downloads

%l Recent Placq

Would you like to install this device software?
| Name: Oracle Corporation System devices
Publisher: Oracle Corporation
4 Libraries

Documents '
o Music Always trust software from "Oracle Corporation’” nstall Don'tinstall

[ Pictures

BE Videos

@ Youshould only install driver software from publishers you trust. How canl decide
which device software is safe to install?

O T T TISTE0Y GUEST ATITTaT
Instaling quest driver ...

18 Computer

€ Network VirtualBox Windows Additions 42,12

3. JAimNdunaun 1

Machine

Tnddnase niannu =

Reboot &iuvay OO ~® * o+ Dm0 rboueiion s o[ e 00

Organize

Virtual Machine

| ¢ Favorites Welcome to the Oracle VM Sizd
(Windows 7) Inai B Desktop VirtualBox Guest Additions 4.2.12
18 Downloads Setup Wizard

This wizard wil guide you through the installation of Crade
VM VirtualBox Guest Additions 4.2.12.

anATynily

G Recent Places

. Libraries Itis recommended that you dose al other applications
o before starting Setup. This will make it possible to update oy
|5 Decuments relevant system files without having to rebaot your
& Music computer,
[ Pictures Click Next to continue.
B videos

1S Computer

€ Network

,e Fan$n Windows 7
<,

VBoxWindowsAdditions-x86 Date modified: 4/12/2013 4:54 PM Date created: 4/12/2013 4:54 PM
.. o o
= 7 N7 1
&, IO sl

80,200
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4. iaUSuusysneaziBamasadundd I

Fle Edit Fomat View Help

naaavAnaan (Copy) uu Clipboard TESRB‘!SGI

nnAsasANRInasranluNe (Paste)

yu Virtual Machine wazlusinuasnau
TuiagUsnuan (1t naYy +

il

WIMNEE YN +[V)

Test123436

A
@2) NANDY Paste TaAw )

5. USuwsly Virtual Machine E_

o o “ ~ General ‘m,k ‘
TWanunanldouedotnewin || @ s
@ o Adapter 1 | Adapter 2 | Adapter3 | Adepierd |
a ¢ < v v v isplay
Buwmosiinls Inadddnly © Stosge -

Lo w & Audio Attached to: [NAT VJ( 6 ) NuuAAN

Piadinnnin Network e 52 fon Jere | =

B Serial Ports dvanced
6. Tﬁﬂ%’uﬂ'q Attached tO; L{Ju & use Adapter Type: [Intel PRO/1000 MT Desktop (32540EM) -]
(@ Shared Folders Promiscuous Mode: [Deny -]
NAT (N etWOrk AddreSS MAC Address: [080027ABEED2 | @
. o - Cable connected
Translation) walAanya

o ]

Select 5 settings category from the list on the e -hand side and move the mouse over & settings
item to get more informatiorn.

e ==

6.1 TinaaasldAds C:\ipconfig azUsinguanisuiuussadnaafeiususiuais

indows IP Configuration

Ethernet adapter Local Area Connection:

: kku.net.
H feaslg :7134:53h2:e%e@:114hx11

Gonnection—specific DNS Suffix
Link-local I1Pué

Default Gateway . - . - . . . _ .

Tunnel adapter isatap.kku.net.:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNS Suffix . : kku.net.

Tunnel adapter Local Area Connectionx= 11:

Connection—specific DNS Suffix

IPub Address. . . . . . . . . 2801 :@:9d38:6abd : 3401 :eB4: f5FF = FdF B
Link-local TPv6 Address . . . e8@::3401:eB4:f5fF:FdfB213

Default Gateway . . . . . . . . . % i:

C:sUsers\LabNetwork> b




6.2 Tinmgauiinldoudumasiine1u Web Browser sald (lunsdiilinsaspanfinmes
wipuilazdl IP Address = 10.0.2.15 @sazfinsudas IP Address 1ilu IP Address

PBIAIDIABNANADITNAN 1w 10.199.10.16 Asuidansadunasiinlasaly)

€ 2 & A D) hips: oo google.com o &=

5 apps o Bookmarks @ ChakchaiSodnHomep... (0 ww (O kkU [ ICT mssiowd (3 home (] Submission [ Conference ] Should Submit » [ other bookmarks

Chakchai Gmail fupd i @ 3

@ aasldaumadivin

Godlgle

Uszaneinn

EC]

Furnun Google wiadu URL

‘ Chakchai So-In Harm @ Journal of Sensars — | | Elsevier Editarial Sy= |} International Journal

mational Jossal of Madicl I

aNOTE

dmiumsldoru NAT azvinlid Virtual Machine anansadngdumasidinld wiazlimnisausu
uste Virtual Machine #iflu Server wialwusnmsuriadosdug 1¢

sretiu ludumauifenugoaaninusuusesnn Network Wiieifu Bridged Adapter 1¢ #anseidl
wiatheavinnihfiadoutuiuiniesasnaniunasudninniueios douturdasnaniamnasudn Tne
ﬁmmiﬁuLm‘@m%mhmﬂugﬂmeﬁmﬁuﬁum%mﬁﬂ 1y IP Address luiaadngaianiu (usu
fivgu (lunsdiilirdasponfinimaindnd IP Address = 10.199.10.16 Tasfirdasiaiiouda 10.199.10.17
wazananld IP Address ditedansdedumasiinls)

= General

|

System
Display Adapter 1
@ storage Enable Metwork Adapter
& Audio Attached to: [Bridged Adapter
P Network Name: [Intel(R) 82566DM Gigabit Network Connection -]
B Serial Ports ¥ Advanced
& use Adapter Type: [Intel PRO/1000 MT Desktop (82540EM) -]
Shared Folders Promiscuaus Mode: [Deny. -

MAC Address: 080027ABBED2 | @

Cable connectsd

Cantrols how this virtual adapter is attached to the real network of the Host 05,

[oc J[ concel J[ nep
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